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SECURITY OPTIONS IN DETERIORATING ENVIRONMENTS

OR SITUATIONS OF INCREASED RISK

Introduction
CCI is frequently asked about security options that can be employed during a season of deterioration in the local (security) environment or in situations of increased or increasing risk.  Rather than create unique lists of options for each of these situations as they unfold, we are offering a more comprehensive (universal) list of options for consideration.  Although some will undoubtedly not apply to specific situations, a broad-based list is presented to maximize but the use and utility of this reference.  Please note that this is a list of options for enhancing security and presumes basic security measures are in place. READERS ARE ENCOURAGED TO SUBMIT RECOMMENDATIONS FOR ADDITIONAL OPTIONS by emailing CCI.

Options for Consideration
Options for Increasing Awareness
1.
Insure that all staff in the affected location, area or region are informed of the 
situation (including expatriate and national staff).

2.
Identify new or supplemental sources of information related to this situation.

3.
Assign specific responsibility for monitoring all sources of information (existing, 
new and supplemental) to the organizational security focal point.

4.
Like-minded organizations in the affected area should establish and maintain a 
strong system of real-time sharing of threat information that specifically includes 
information on actual or suspected surveillance. Trusted INGOs
 should be 
included in this system.

5.
Organizations should maintain regular contact with the security offices of the 
embassies of all of their respective citizen members, seeking the most current 
threat information from as many embassies as possible.
6.
Organizations, their expatriate staff, and trusted national staff and employees should 
be carefully and thoroughly briefed on looking for and immediately reporting 
suspected surveillance.  Reports of suspected surveillance should be made to the 
organization’s security focal point and that information should be shared with like-
minded organizations to aid in the recognition of patterns and trends.

7.
Document and track all reports of suspicious events, circumstances and persons; 
suspected surveillance and similar items; including reports made to the security 
focal points of the agencies you are communicating with – look for patterns and 
trends.

8.
Consider adding video surveillance (cameras) to potential target locations.

Options for Profile Management

9.
Determine if the deteriorating conditions or increasing threat are also consistent 
with increasing threat or risk targeted at your organization or specific individuals 
(for example, nearby clan-related violence probably does not create specific 
increasing threat to a faith-based organization or its leaders or members; but 
violent response to US military action may well target any perceived US entities 
or persons).

10.
Seek information from available sources as to whether or not the organization or 
any specific staff have been threatened, identified or named in any setting or 
forum in connection with the security situation or emerging threat.    


If any such information is discovered, consideration should be given to:


a.
Rapid notification to any person named or identified in any other way.


b.
Rapid notification to the organization’s security focal point.


c.
Rapid notification to the organization’s leadership.


d.
Share this information with other (trusted) organizational security focal 


points to identify patterns or trends.


If any such information names or identifies specific persons, consideration should 
be given to:


e.
Reducing or eliminating public appearances.


f.
Eliminating media interviews.


g.
Changing daily patterns of movement (how they travel, when they travel, 


routes they take, etc.).


h.
Temporarily changing work and/or residence locations (e.g., don’t go to 


the office, check into a hotel, etc.).


i.
Assigning a security detail to such person(s).


j.
Temporary relocation or strategic withdrawal of such person(s).

11.
If any such information names or identifies a facility or venue, consideration 
should be given to removing signs, advertising and other branding of the location 
that is not directly necessary to accomplish the objectives of the organization.

Options for Enhancing Site and Facility Security
12.
Reinforce any weaknesses in fences and walls, consider adding supplemental 
barriers (e.g., concertina wire) on top of existing fences and walls.

13.
Insure that vegetation is appropriately trimmed and/or removed so that there is 
open space between the perimeter and the site or facility (no easy concealment 
for an intruder).

14.
Insure that existing lighting is operational, is properly directed (from the facility
pointed towards the perimeter, not the reverse) and is in working order.

15.
Verify that all door and window locks are adequate and operational.  Consider 
adding supplemental locks if appropriate.

16.
In any environment where the use of IED’s, VBIEDs or UXO
 is possible, protect 
open space between any place a vehicle can be and the building, facility or place 
where potential victims may gather.  Options for consideration include:


a.
The development of 
secure perimeter barriers (highway K-rails are the fastest 

device usually available in most countries). 


b.
Access control for vehicles entering the perimeter must be strict, strictly 


enforced, and effective.  CCI recommends a “known trusted vehicle” program 


and that it be used together with inspections and behavior analysis by trained 


personnel.


c.
Facility characteristics should be upgraded to protect against explosions. This 


primarily involves strengthening and/or shielding glass (a number of 



commercial products to protect windows in a bombing environment are 


available). Seating and assembly locations should be as far from potential 


vehicle access points as possible. Emergency exits and hallways must be 


clearly marked, unlocked, and clear of obstructions.


d.
Conduct careful inspections of facilities, inside and out, prior to scheduled 


public events.
These inspections should search for unusual or 




suspicious items that could be bombs.  After each search, visible guards 


should be posted around the buildings until services are over (to prevent post-


inspection placement of bombs).


e.
Brief personnel (expatriate and national) regarding the increased threat, and 


instruct them to be vigilant in watching for individuals who appear to be 


loitering around, frequently passing, or otherwise observing activities at 


organizational events and places. Make sure all observations are reported 


and reviewed (regardless of how innocuous they may seem to the observer).  


If a pattern is detected or suspicions are raised, report them immediately to 


designated security focal points and, if appropriate, to local government and to 

affected embassies.





f.
If possible, limit ingress to facilities and events to just one or two locations, 


and have responsible individuals greet each arriving person individually.  


Research, especially in the context of Israeli shopping malls, shows that a 


tremendously effective deterrent is a personal greeting and eye-to-eye contact 

with each person entering.

17.
Consideration should be given to creating residential safe rooms.  More 
information on residential safe rooms is available here.

Options for Personal Practices and Behaviors to Increase Security
18.
Organizations should specifically and intentionally brief all expatriate staff regarding 
the importance of:

a.
Varying their daily routines as much as possible: Coming and going 
(especially from residences) at different times; traveling by different routes; 
etc.

b.
Maintaining constant awareness of the environment around them, paying 
special attention to persons and vehicles that don’t belong (in neighborhoods 
staff are familiar with), to persons or vehicles that appear to be following them, 
or to any other conditions that do not appear “normal”.

c.
Trusting their instincts and observations and whenever they suspect or even 
“feel” something may be wrong, taking immediate action (such as changing 
routes, going into a store or other commercial structure, walking or driving 
directly to a police or military outpost, etc.).

19.
Consider restricting travel and movements of staff (restricted hours, restricted 
roadways and routes, “no-go” areas and roadways).

Options for Organizational Actions and Practices to Increase Security
20.
Consideration should be given to a thorough review of the organization’s 
emergency plans.  All staff need to understand their actions and 
responsibilities in the event of an attack. Plans 
should address options for both 
evacuation and sheltering in place.

21.
Consideration should be given to having redundant communications resources at 
multiple locations throughout the organization, with specific and clear directions on 
who to call first for assistance in the event of an attack.  The call procedure and 
interaction with the first responding forces should be planned and rehearsed with all 
parties.

20.
Consideration should be given to comprehensive in-service training for all 
staff in 
threat recognition, first reactions to an attack, and duties and responsibilities 
pursuant to the organization’s emergency plans.
21.
Evacuation and shelter-in-place plans should be reviewed, updated as necessary 
and redistributed to all affected personnel.  Evacuation and shelter-in-place plans 
should include (but are not limited to) the following:


a.
Pre-determined criteria (“trigger points” or “tripwires”) for implementing 


evacuation or shelter-in-place plans.  Criteria should be clear and 



unambiguous.


b.
Clear instructions to staff on where to go, how to get there, and what to 


bring if an evacuation is initiated.


c.
Pre-established “carry” checklists (“go-bag”, etc.).


d.
Pre-determined evacuation methods, staging points, routes, rally points 


and destinations; all with alternates.


e.
Shelter-in-place locations pre-determined and pre-stocked with supplies 


and equipment.


f.
Communications plans with schedules, missed-contact contingencies and 


backup equipment (ideally satellite phones).
CCI stands ready to support Christian agencies in the response to new or increased

threats, to conduct site-specific assessments, to provide training and to assist

agencies in the implementation of these recommendations and additional

actions; and to discuss specific issues and situations.

Contact us:

Crisis Consulting International

9452 Telephone Rd., No. 223

Ventura, CA 93004 U.S.A.

Tel (+) 805-642-2549

Email: info@CriCon.org

Web: www.CriCon.org
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� The “security focal point” is the organization’s designated security officer or coordinator; or a person tasked specifically with collecting and assessing security information for the organization at or for the location in question.


� International Non-Governmental Organizations (e.g. International Committee of the Red Cross, CARE, etc.)


� Improvised Explosives, Vehicle-Borne Improvised Explosive Devices, Unexploded Ordinance
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